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Exterior & Interior Routing Protocols
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The routers within NETWORK 1 are part of one Autonomous system, as are
the routers in NETWORK 2. Within these networks, we use IGP Routing Protocols
where as between these two Autonomous systems, we use EGP Routing Proto




Note

* This course is about understanding, analyzing, and
troubleshooting networks, not how to type commands.

* Example: show ip route
— Type in the command (easy)
— Explain what the output is displaying (understanding)
— Explain why you are seeing this information (analyzing)

— Determine if there is anything missing or if there is
something you shouldn’t be seeing (troubleshooting)
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* Physical Topology:
— |Is the arrangement of the cables, network devices, and
end systems.

— It describes how the network devices are actually
interconnected with wires and cables.

* Logical Topology:
— |Is the path over which the data is transferred in a network.

— It describes how the network devices appear connected to
network users.
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* Speed:
— The measure of the data rate in bits per second (b/s) of a given
link.
* Cost:

— Indicates the general expense for purchasing of network
components, and installation and maintenance of the network.

* Security:

— Indicates how protected the network is, including the
information that is transmitted over the network.
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Availability:
— Is a measure of the probability that the network is available for use
when it is required.

Scalability:
— Indicates how easily the network can accommodate more users and
data transmission requirements.
Reliability:
— Indicates the dependability of the components that make up the
network, such as the routers, switches, PCs, and servers.

— Often measured as a probability of failure or as the mean time
between failures (MTBF).

Speed

Cost



Routers



Why Routing?

The router is responsible for the routing of traffic between

networks.

Routers Route Packets

Rl#show ip route
Codes: C - connected, 5 - static, I - IGRF, R - RIP, M - mobile, B - BGF
D - EIGRP, EX - EIGRP extermal, O - OS5PF, IA - O5PF inter arsa
M1l - 0OSPF WSSA external type 1, N2 - OSPF HSERA external type 2
El - OSPF external type 1, E2 - O5FF external type 2, E - EGP
i - Is-I5, L1 - IS-I5 level-l, LZ - IS-IS lewel-2, ia - IS-IS
inter area
* - cegndidate default, U - per-user static route, o - OOR
F - periodic downloaded static route

Gatewav of last resort iz not =et

C 182,.168,1.0/24 iz directly connected, FastEthernet0/(
C 182,.1e8,2.0/24 is directly connected, Serial(/0Q

Cisco 105 command line interface (CLI) can be used to view the route table.
CIS 3210




What is a Router?
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Leonard Kleinrock and the first IMP.

 Arouteris a specialized computer!

— It sends packets over the data network. A 3
It is responsible for interconnecting networks by selectlng the best
path for a packet to travel and forwarding packets to their destination
e The first router (ARPANET):

— IMP (Interface Message Processor)
— Honeywell 516 minicomputer
— August 30, 1969

CIS 3210 9



Router
Components
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Power Supply Flash SIMM  Boot ROM RAM DIMMs CPU

* Regardless of their function, size or complexity, all router
models are essentially computers and require:
— Operating systems (OS)
— Central processing units (CPU)
— Random-access memory (RAM)
— Read-only memory (ROM)

* Routers also have special memory that includes Flash and
non-volatile random-access memary (NVRAM). "



Router Backplane

* The backplane of a router includes:

Double-wide eHWIC slots eHWIC 0

port interfaces

Console
RJ45 USB

Ports

Two 4 GB flash card slots Console

USB Type B

CIS 3210
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Routers vs Multilayer Switches

Routers and multilayer switches both perform routing
(connecting networks)

Routers may have different types of interfaces (Ethernet,
serial, ATM, etc.) while multilayer switches will only have
Ethernet interfaces.

While routers can be used to segment LAN devices, their
major use is as WAN devices.

Each devices does have its own advantages.

CIS 3210 12



Routers in LANs and WANSs

Home Office

LAN

WAN

‘}7“.. Q000000

Internet

Central

Routers can connect multiple networks.

Routers have multiple interfaces, each on a different IP
network. 2010
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Best Path
Decisions

182.168.2.0/24

192 168.1.0/24 192.168.3.0/24

Fl# show ip route

Codea:
- pomnected, S - statie, I — IEE, R - BIE, M — mebile, B — BGP
- EIEFE, EX — EIGEP axtermal, 0 — 0SPF, IA — OSEF inter ares

'; Routers use the
Ml - OSFF MESA externzal tyoe 1, M2 — CSPF FESA extertal type 2

-

l

routing table like a
map to discover
the best path for a
given network.

1 - O8FF externzl type 1, E? - OSPF externzl type 2, E - EGF
- I5-1I5, Ll - IS-IS l=wel-1, 12 - IS-IS lewel-2, ia — IS-IS inter area
* — mandidste defanlt, U - per-user static route, o — OR
P — pericdic downlosded static route
Gateway of last resort is not ==t
o 192.1668.1.0/24 is directly comnected, FastEthernet(/0

C 192.1668.2.0/24 is directly connected, Serizl0/0/0
=5 192.168.3.0/24 [1/0] wi= 192.168.2.2

* The primary responsibility of a router is to direct
packets by:
— Determining the best path to send packets
— Forwarding packets toward their destination

CIS 3210

14



Best Path Decisions

192.166.2.0/24

192.166.1.0/24 192.168.3.0/24

F24 show ip route
Crordes:

R2 follows the C - comectsd, 5 - st=tic, I - IGRE, R - BIF, M - mchile, B - BGP

SELLal Sl D - EIGFF, X - EXSF extemal, O - 0G5F, IA — (SFF inter ares

Ml - OSPF MESA extermnzl type 1, B2 — OSPF MESR extermal type 2

El - OSEF external type 1, E2 - OSFF external type 2, E - EGP

i - I5-1I5, Ll - IS-I5 level-1, L2 - I5-IS lewvel-2, iz — IS-IS inter area
* — candidate defanlt, U - per-user static route, o - OR

P — pericdic downloaded static route

Gateway of last resort is not ==t

C 182.168.3.0/24 i=s directly connected, FaztEthernat(/0

C 192.168.2.0/24 is directly commected, Serizal(/0/0
= 152.168.1.0/24 [1/0] wi= 192.168.2.1

Routers use routing tables to determine the best path to send
packets.

Routers encapsulate the packet and forward it to the interface
indicated in routing table. ©°=2% 1



Router
F u n Ct i O n S 192 168.2.0/24

192 168.1.0/24 192.168.3.0/24

Fl# show ip route

Codes:

- pomnected, S - statie, I — IEE, R - BIE, M — mebile, B — BGP
- EIEFE, EX — EIGEP axtermal, 0 — 0SPF, IA — OSEF inter ares

- OSFF MEEA external type 1, M2 - OSFF NSEA extertal tywpe 2

Fouters use the
routing table like a
map to discover
the best path for a
given network.

- O5FF external type 1, E2 - OSFF externzl type 2, E - EGF

- I5-1I5, Ll - IS-IS l=wel-1, 12 - IS-IS lewel-2, ia — IS-IS inter area
* — mandidste defanlt, U - per-user static route, o — OR
P — pericdic downlosded static route

o ¥
“E @D O

Gateway of last resort is not ==t

o 192.1668.1.0/24 is directly comnected, FastEthernet(/0

C 192.1668.2.0/24 is directly connected, Serizl0/0/0
=5 192.168.3.0/24 [1/0] wi= 192.168.2.2

* Routing tables can be created:
— Manually with static routes

— Dynamically with routing protocols

* Routing protocols exchanges network topology
(path) information with ether routers.

16



Best Path Decisions

 The router uses its routing table to determine the best path
to forward the packet.

— The router examines its destination IP address of received
packets and searches for the best match in the routing table.

— The routing table entries also includes the interface to be used
to forward the packet.

— Once a match is found, the router encapsulates the IP packet
into the data link frame of the outgoing or exit interface.

— The packet is then forwarded toward its destination.
* Routers support three packet-forwarding mechanisms:
— Process switching
— Fast Switching
— Cisco Express Forwarding (CEF)



Analogy: Process switching solves a

problem by doing math long hand, even if it
P rO C e S S is the identical problem.

Switching

T ovaweae [T

1st Packet
2nd Packet
3 Packet
4t Packet
5t Packet

* Earliest switching method. (Applies to both routers and
multilayer switches.)

* Thisis an older packet forwarding mechanism.

— When a packet arrives on an interface, it is forwarded to the
control plane where the CPU examines the routing table,
determines the exit interface and forwards the packet.

— It does this for every packet, even if the destination is the same
for a stream of packets. <310 18



Analogy: Fast switching solves a problem by
doing math long hand one time and remembering
the answer for subsequent identical problems.

O

Data Plane

Fast Switching

1st Packet
2nd Packet
3 Packet
4th Packet
5th Packet

e As routers had to process more packets, it was determined
process switching was not fast enough.

* Next evolution in packet switching was Fast Switching. (Applies
to both routers and multilayer switches.)

— The first packet is process-switched (CPU + routing table) but it also
uses a fast-switching cache to store next-hop information of the flow.

— The next packets in the flow are forwarded using the cache and

without CPU intervention. .., 19




Analogy: CEF solves every possible

C E F SWitC h i N g problem ahead of time in a spreadsheet.

Data Plane

1st Packet
2nd Packet
3 Packet
4th Packet
5th Packet

* Preferred and default Cisco IOS packet-forwarding
mechanism for routers and multilayer switches.

— CEF copies the routing table to the Forwarding Information
Base (FIB)

— CEF creates an adjacency table which contains all the layer
2 information a router would have to consider when
forwarding a packet such as Ethernet destination MAC
address.

— The adjacency table is created from the ARP table. 20




Laptops and tablets connect
wirelessly to a home router.

A network printer connects using
an Ethernet cable to the switch
port on the home router.

The home router connects to the
service provider cable modem
using an Ethernet cable.

The cable modem connects to the
Internet service provider (ISP)

network.

CIS 3210 21



Branch Site Devices Connect ...

Corporate resources (i.e., file servers
and printers) connect to Layer 2
switches.

PCs and VolP phones connect to Layer 2
Ethernet switches.

Laptops and smartphones connect
wirelessly to WAPs.

WAPs connect to switches.

Layer 2 switches connect to the edge
router.

The edge router connects to a WAN
service provider (SP) and an ISP for
backup purposes.

CIS 3210

Home Office

Central

Corporate Srvr

Sample LAN and WAN Connections

g LAN

WAN

Intemet

Branch

File Srvr
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Central Site Dev

PCs and VolP phones connect to Layer 2
Ethernet switches.

Layer 2 switches connect to Layer 3
switches using Ethernet fiber-optic
cables.

Layer 3 switches connect to the edge
router.

The corporate website server is
connected to the edge router interface!

The edge router connects to a WAN SP
and an ISP for backup purposes.

CIS 3210

iIces Connect ...

Sample LAN and WAN Connections

Home Office

LAN

WAN

Branch

File Srvr

Central

WAP

Corporate Srvr
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Desfration MAC Source MAC - Dasiration MAC
Source P Addr
Addess Adtress B i Address
ata
H-11-11- CERCE Y = e
1114 AA-AA-AA 152 168.1.110 fa 15,158

Default

Gateways * } s
0z 16 ~ 161
192.168.1.110 182.168.1.1 AB-CD-EF-12-34-56

AA-AR-AD-AA-AA-AA 11-11-11-11-11-11

PC2
192 168.1.111
BE-BEB-BE-EE-BE-B
FTP Server
192.168.1.9

My default gateway is CELCOCLCCECe

182.168.1.1.

* To enable network access, devices must be configured with
IP address information to identify the appropriate:
— IP address - Identifies a unique host on a local network.
— Subnet mask - Identifies with which network subnet the host
can communicate.

— Default gateway - Identifies the router to send a packet to when

the destination is not on the same local network subnet.
CIS 3210 24



192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

192 168.2 1 192,168 3.1
192.168.2.2

B0/010

Documenting
a Network

Interface IP Address Default
B il bl -~~~
Fad/mn 192.166.1.1 205 205 2850
S0/0:0 182 168.2.1 205 255 2550 | MNIA
R2 Fadi 192 168.3.1 2052552650 | MiA
S0/00 192 1668.2.2 205 2052650 | MIA
PC1 A 192.168.1.10 255 255 2650 | 192.168.1.1
PC2 A, 192 168.3.10 255 255 2650 | 192.168.31

* Network documentation should identify:
— Device names
— Interfaces used in the design
— |P addresses and subnet masks
— Default gateway addresses

e Useful documents include:
— Network topology diagram
— Addressing Table €IS 3210 2



Documenting a Network

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

» Falid S0/0f0 S000 Falid e
10 10

Eiatawa
Falil 192 168.1.1 250265 2550
S0/ 192 166.2.1 250.255 2550 H.-'F'L
Rz Falil 192 166.3 .1 200 2652550 @ NA
S0/ 192 166 2 2 200 26525650 @ NA
PC1 MIA 192 168.1.10 200265 25560 192 168.1.1
PC2 A 192 168.3.10 200 2652550  192168.3.1

CIS 3210 26



Hosts Addressing

* A host can be assigned IP address
information either:

— Statically - The host is manually assigned
the correct IP address, subnet mask, and
default gateway. The DNS server IP
address can also be configured.

— Dynamically - IP address information is
provided by a server using the Dynamic
Host Configuration Protocol (DHCP).

The DHCP server provides a valid IP
address, subnet mask, and default
gateway for end devices. Other
information may be provided by the
server.

CIS 3210

Internet Protocol Version 4 (TCP/IPv4)

General I

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

" Obtain an IP address automatically

2]

—{% Use the following IP address:
IP address: 192,168, 1 . 10

Subnet mask: I 255,255,255 . 0
Default gateway: I 192,168, 1 . 1

) Chtain DS server address aubomatically

—{* Uge the following DNS server addresses:

Preferred DNS server: I . . .
Alternate DNS server: I . . .

™ validate settings upon exit Advanced... |

o]

Cancel |

Internet Protocol Version 4 (TCP/IPv4)

General I.Alternahe Configuration I

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

% Obtain an IP address automatically

2]

—{" Use the following IP address:

1P addtess: I - - -
Subinet mask I : : :
Default gatewa: I . . .

¢ Obtain DNS server address automatically

—{" Uge the following DNS server addresses:

Prefetred DS sepvet: I . . .
Altermate DRS seryer: I . . .

™ walidate settings upom exit Advanced... |

o]

Cancel 21




Device LEDs

LED Description
(# |Port  |LED  |Color  |Descripion |

1 GEOM and | S (Speed) 1 blink + pause Faort operating at 10 Mbis
GEON 2 blink + pause Fart operating at 100 Mb/s
3 blink + pause Faort operating at 1000 Mb's
L (Link) Green Link is active
Off Link iz inactive

2 Console EN Green Faort iz active

o/ '
Off Part is inactive ' l
3 | USB EN Green Port is active -g_ CONSOLE

Off Faort i= inactive

* Most network interfaces have one or two LED link
indicators next to the interface.

* Generally:
— Green LED means a good connection
— Blinking green LED indicates network activity.

— No light then there may be a problem with either the network
cable or the network itself.

* The switch port where the connection terminates would
also have an LED indicator lit.

— |If one or both ends are not llistéz’%’y a different network cable.

28




Console Connection

SSH Console Connection

10.1.1.2

r =

10.1.11

10.1.1.10

10.1.1.0/24

* In aproduction environment, infrastructure devices are
commonly accessed remotely using Secure Shell (SSH) or
Hypertext Transfer Protocol Secure (HTTPS).

* Console access is really only required when initially
configuring a device, if remote access fails, or if the change
may affect the remote access.

* Console access requires:

— Console cable — RJ-45-to0-DB-9 console cable

— Terminal emulation software — Tera Term, PuTTY, etc.
CIS 3210 29



USB Serial Console Connection
 The Cisco ISR G2 supports a USB serial

: 1 Aux LAN
console connection. 7 oot B i terfaces
— To establish connectivity, a USB Type-A to B3

USB Type-B (mini-B USB) is required, as 3]
well as an operating system device driver.

— This device driver is available from
http://www.cisco.com.

[4]

e Although these routers have two 2] (2
console ports, only one console port 3] g
can be active at a time. 5 :
— When a cable is plugged into the USB -
console port, the RJ-45 port becomes Z]
inactive. Console
— When the USB cable is removed from the RJ45 USB

USB port, the RJ-45 port becomes active. Ports

CIS 3210 30



Console Connection Requirements

Port on
Computer

Cable required

Port on ISR

Terminal
emulation

uUsSB
Type-A port

RJ45 Console port

Tera Term

PuTTY

CIS 3210

31


http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=lS453iw2tUw0iM&tbnid=sr-1OGUl8NeTdM:&ved=0CAUQjRw&url=http://www.dataheadsolutions.com/blog/2011/09/tera-term/&ei=E5YHUaCnLKbkyQHw9IGQDA&bvm=bv.41524429,d.aWc&psig=AFQjCNFcrooH4zvzNIvdfag8sHqtt1yTSg&ust=1359538068037394
http://www.shutterstock.com/cat.mhtml?lang=en&search_source=search_form&version=llv1&anyorall=all&safesearch=1&searchterm=usb+port&search_group=&orient=&search_cat=&searchtermx=&photographer_name=&people_gender=&people_age=&people_ethnicity=&people_number=&commercial_ok=&color=&show_color_wheel=1
http://www.shutterstock.com/cat.mhtml?lang=en&search_source=search_form&version=llv1&anyorall=all&safesearch=1&searchterm=usb+cable&search_group=&orient=&search_cat=&searchtermx=&photographer_name=&people_gender=&people_age=&people_ethnicity=&people_number=&commercial_ok=&color=&show_color_wheel=1
http://www.shutterstock.com/cat.mhtml?lang=en&search_source=search_form&version=llv1&anyorall=all&safesearch=1&searchterm=usb+port&search_group=&orient=&search_cat=&searchtermx=&photographer_name=&people_gender=&people_age=&people_ethnicity=&people_number=&commercial_ok=&color=&show_color_wheel=1
http://www.shutterstock.com/cat.mhtml?photos=on&people_number=&commercial_ok=&searchterm=computer+cable+connected&search_cat=16&people_ethnicity=&prev_sort_method=popular&anyorall=all&color=&searchtermx=&search_source=search_form&photographer_name=&lang=en&version=llv1&search_group=&orient=&people_gender=&show_color_wheel=1&people_age=&safesearch=1&prev_sort_method=relevance2&sort_method=random&page=1

Configuring Routers



Name the Device

192.168.10.0/24 10.1.1.0/24
10 = 10

225

S0/0/0

192.168.11.0/24 10.1.2.0/24

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # hostname Rl

R1 (confiqg) #

CIS 3210 33




Secure Management Access

192.168.10.0/24 10.1.1.0/24
10 10
GO0/0

209.165.200.224/30

225

S0/0/0

192.168.11.0/24 10.1.2.0/24

Rl (config) # enable secret hotdog

Rl (confiqg) #

Rl (config)# line console 0

Rl (config-line) # password hamburger
Rl (config-1line) # login

Rl (config-line) # exit

Rl (config) # line vty 0 15

Rl (config-1line) # password hamburger
Rl (config-line) # login

Rl (config-line) # exit

Rl (config) # service password-encryption
Rl (config) #

CIS 3210
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Configure a Banner

192.168.10.0/24 10.1.1.0/24
10 = 10

[rm—

225

S0/0/0

192.168.11.0/24 10.1.2.0/24

Rl (config) # banner motd #
Warning! Unauthorized access is prohibited!

#

Rl (confiqg) #

CIS 3210
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Save the Configuration

192.168.10.0/24 10.1.1.0/24
10 = 10

[rm—

225

S0/0/0

192.168.11.0/24 10.1.2.0/24

R1# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R1#

CIS 3210
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Configure Basic Settings on R2

Router# configure terminal

Enter configuration commands, one per line.
Router (config) # hostname R2

R2 (config) # enable secret hotdog

R2 (config)# line console 0

R2 (config-line) # password hamburger

R2 (config-line) # login

R2 (config-line) # exit

R2 (config) # line vty 0 15

R2 (config-line) # password hamburger

R2 (config-line) # login

R2 (config-line) # exit

R2 (config) # service password-encryption
R2 (config) # banner motd #

Warning! Unauthorized access prohibited!
#

R2 (config) # end

R2# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R2#

End with CNTL/Z.




Configure the GiO/0 Interface

192.168.10.0/24 10.1.1.0/24
10 = 10

192.168.11.0/24 10.1.2.0/24

Rl (config) # interface GigabitEthernet 0/0

R1 (config-if) # description Link to LAN 1

Rl (config-if)# ip address 192.168.10.1 255.255.255.0
Rl (config-if) # no shutdown

Rl (config-if) # exit

R1 (config) #

*Jan 30 22:04:47.551: SLINK-3-UPDOWN: Interface
GigabitEthernet0/0, changed state to down

R1 (config) #

*Jan 30 22:04:50.899: SLINK-3-UPDOWN: Interface
GigabitEthernet0/0, changed state to up

*Jan 30 22:04:51.899: SLINEPROTO-5-UPDOWN: Line protocol on
Interface GigabitEthernet0/0, .changed state to up

Rl (config) #

38




Configure the GiO/1 Interface

10 192.168.10.0/24 1IElI.1.1.lZl!’2441

—

192.168.11.0/24 10.1.2.0/24

R1 (config) # interface GigabitEthernet 0/1

(
Rl (config-if) # description Link to LAN 2
Rl (config-if)# ip address 192.168.11.1 255.255.255.0
Rl (config-if) # no shutdown

Rl (config-if) # exit

*Jan 30 22:06:02.543: SLINK-3-UPDOWN: Interface
GigabitEthernet0/1, changed state to down

Rl (config) #

*Jan 30 22:06:05.899: SLINK-3-UPDOWN: Interface
GigabitEthernet0/1, changed state to up

*Jan 30 22:06:06.899: SLINEPROTO-5-UPDOWN: Line protocol on
Interface GigabitEthernetO/lngggnged state to up

R1 (config) #

39




Configure the SO/0/0 Interface

192.168.10.0/24
10

—

192.168.11.0/24

10.1.1.0/24 1

10.1.2.0/24

config) # interface Serial 0/0/0
config-if)# description Link to R2

config-if)# clockrate 128000
config-if) # no shutdown
Rl (config-1if) # exit
*Jan 30 23:01:17.323: SLINK-3-UPDOWN:
Serial0/0/0, changed state to down
R1 (confiqg) #

R1 (
R1 (
Rl (config-if)# ip address 209.165.200.
R1 (
R1 (

225 255.255.255.252

Interface

CIS 3210
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Configure the R2 Interfaces

R2
R2

config) #interface GigabitEthernet 0/0
config-if) #description Link to LAN 3

R2 (config-if) #ip address 10.1.1.1 255.255.255.0
R2 (config-if) #no shutdown

R2 (config-if) #exit

*Jan 30 23:08:34.139: Output omitted

R2 (config) #interface GigabitEthernet 0/1

R2 (config-if) #description Link to LAN 4

R2 (config-if) #ip address 10.1.2.1 255.255.255.0
R2 (config-if) #no shutdown

R2 (config-if) #exit

*Jan 30 23:09:56.915: Output omitted

R2 (config) #interface Serial 0/0/0

R2 (config-if) #description Link to Rl

R2 (config-if) #ip address 209.165.200.226 255.255.255.252
R2 (config-if) #no shutdown

R2 (config-if) #exit

o~ o~ o~ o~

*Jan 30 23:09:18.451: $LINK-3-UPDOWN: Interface Serial(0/0/0,

state to up

changed

*Jan 30 23:09:19.451: SLINEPROTO-5-UPDOWN: Line protocol on Interface

Serial0/0/0, changed state to up
R2 (config) #
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