Backup Strategies
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Reasons for Backup (duh)

Disks fail

Bugs in software can cause corruption
Configuration mistakes by the administrator
Can you say “partitioning’’?
Accidental deletion or overwriting
e.g., with rm, my, or cp
Malicious virus attack
Theft

Fire or other disasters
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Help sources

https://help.ubuntu.com/community/Backup YourSystem

Spring 2025 Advanced System Administration


https://help.ubuntu.com/community/BackupYourSystem

Backup considerations

Why! What are you protecting yourself against?
What?! What do you need to back up!?

When? When will you do the backups!?

Where! Where will you store your backups!?
How?! What type of media will you use!

To inform these decisions:
Recovery time — how quickly do you need to recover?
Recovery point — how much data can you afford to lose!?
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Backup Media

Traditionally, backups have been made onto tapes

Can store lots of data on reasonably cheap tapes
Copying to a different hard disk

There is a risk of losing the backup along with the original
Even better if on a remote computer

CD/DVD disk writers can be used to store backups
Convenient for long-term storage

Handy to remove to remote locations

More and more, network backup is becoming popular
AMANDA

a.k.a. “Cloud”
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Types of Backup

Full backup

includes everything of importance

The current backup is contained in only one file — the whole thing
The most complete, but takes the most time/space

includes many files which hardly ever change

Differential backup

only includes changes since the last full backup
The current backup is contained in 2 files — the full and the last differential

e.g., nightly backup only needs to include files changed since the last full backup
(whenever that was, e.g., last Sat)

Some files are backed up multiple times
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Types of Backup

Incremental backup

only includes changes since the last backup of any “type” (F or D)
The current backup is contained in the full, plus every incremental since
Most “efficient” — files are only backed up if they recently changed
e.g., nightly backup only includes files changed in the last 24 hours
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Can you identify the types of backups!?

“Differential” — keep replacing the backup file from full

Sunday vion LM we I 11, Sal Sunday
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-

Incremental Backups

ol 2 2 2 Tl

Delta Backups

“Incremental” — keep adding more smaller files to the set
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How do | get those files back!?

Getting files from a backup is called restoring

Full backup
Just restore everything from the one full backup
| step process

It takes longer to create a full backup
Easiest to restore
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How do | get those files back!?

Differential backup
First, restore the full backup.
Next, restore the most recent differential.
A 2-step process

Diff's save time on the backup but require a little more effort for the
restore.
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How do | get those files back!?

Incremental backup
First, restore the full backup, then any differential
Then, restore all the incrementals since the last full or differential

Incrementals are the fastest to create as backups
Take the most work on the restore
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Backup Strategy Considerations

|) Have a strategy

Regular and verified
2) Document backup and restore procedures

Backup medium, location, duration, frequency decisions
3) Minimize risk with multiple and various locations/time

Balance backup throughput and resource costs with insurance and
restore efforts if needed

Typical strategy:
a full backup is done once a... week, month
daily changes are differential or incremental each night
Can mix and match differentials and incremental
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Backup big picture

Property FULL DIFF INC

Files included

Run Frequency

Backup file size

Backup Speed

Redundancy

Ease of Recovery
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Backup Tool (Graphical User Interface)

Areca Backup File backup software developed in Java

BackupPC High-performance, enterprise-grade system for backing up PCs
Bacula Network backup, recovery and verification

fwbackups Feature-rich backup sofware

Keep Backup system for KDE

Simple Backup Solution Setofbackend backup daemon and Gnome GUI frontends

Backup Tool (Command-line)

afbackup Client-Server Backup System (GUI is also available)
AMANDA Advanced Maryland Automatic Network Disk Archiver
Cedar Backup Local and remote backups to CD or DVD media
Duplicity Encrypted bandwidth-efficient backup

Dump / restore Dump and restore utilities for ext2/ext3 filesystems
tar Tar archiving utility

FlyBack Equivalent of OS X's Time Machine

Time Vault Snapshotting daemon

Synchronisation

rsnapshot Local and remote filesystem snapshot utility
rsync Fast remote file copy program

Clonezilla Offers similar functionality to Symantec Ghost
Mondo Rescue A powerful disaster recovery suite

PartImage Backup partitions into a compressed image file
PING Also offers similar functionality to Symantec Ghost

Specialist

Zmanda Perl-based utility to automate backup and recovery of MySQL databases
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GUlIs for linux

Backup
All Settings
M Automatic backups | | OFF
Storage
Folders Backup location |E deja_dup on 192.168.0.101
Schedule Folders to back up Music, Pictures, Videos

Folders to ignore Trash, Downloads

Most recent backup 17 days ago
Next automatic backup None

Old backups will be kept until the backup tacation is low on space.

Help Restore... - Back Up Now

| l l

Default Ubuntu Backup = Deja Dup
Deja Dup is a front end to Duplicity, which uses
rsync for backup
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GUlIs for linux

FlyBack
Ble Edit View HNelp

? Y W 690‘"1'\ @Gad_up “Restere Location /Meme/derel/Detsktes

name e last moddied changed 1 system snapshets
trnpd hitmil - 16 5 KB 20070714 17.30: 22 now

tmp. Mt~ 4 2xB 20070709 17:05:07 2007-11-12 030002
ING 0983 PG S8l4KB 2007003016 32. 29 2007-11-11 14:46:06
myipaddress html- 1.8xB 2007407-30 00.27:35

2007-11-11 14:45:55%
christing hallowmeen S termns 2007-10-29 22 58. 3¢ | 2007-11-11 14:3907

allurstuff irs_est T Preferences

halloween p
- Storage Location Included/Excluded Directories Bachkup Schedule
Screenshet-Djan .
nrmware_Aktives You probadly want to make thas an external
pumphon pattern drive you're not using for anything else
allurstuff articlel

crst ipe backups

test hinpd -
O

for ker o8 wil be saved "0

leopard or any directory you Intend %o

tmp 3 hf F'YEaCk v0.3.3

ING 0% AyBack is a backup and recovery tool
- loosely modeled after Apple’'s new "Time

solo 194 Machine” 0‘"‘“’
Copymight 1) 2007 Dearel Andersen

hitn Ucode google cominithdiachl

0 Creats pcense
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X Back In Time

GUlIs for linux

Spring 2025

mainprorie 3| @) C e X & @ &

Snapshots Now

D ‘f /data EC::' LD |__@
Shortcuts Name v Size Date
Global i altpy25 4 KB 2010-06-25 21:08:54
1 Root il altpy254 4KB 2010-06-25 21:22:08
&> Home i altpyenv 4 KB 2010-06-25 22:06:54
Bookmarks i 1BM 4 KB 2010-11-08 11:19:25
wl Documents i local 4 KB 2011-05-26 16:43:52
il Music i lost+found 16 KB 2010-02-15 13:40:09
lal Pictures la steve 4KB 2011-05-20 21:37:20
ll Videos sl EmMp 4 KB 2011-11-08 07:56:19
il Downloads i VirtualBox 4KB 2011-10-21 18:46:27
il Dropbox data 500MB  2011-10-04 09:38:50
lwi data encdata 1GB 2011-11-06 12:52:05
i PE =] unicode.py 100 bytes 2010-06-25 20:50:36
il bitmap
il Templates
Backup Folders
& /data/steve/Videos

Done
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Unix dump/restore

“default” Unix backup strategy is dump & restore

dump creates a backup for entire partitions (not a directory)
fast - reads the inodes, not the directory tree
dump puts the whole partition into a single file

(some compression by combining partially-filled data blocks)
It also maintains permissions, owners, dates, etc. in the dump file

restore can do full or partial recoveries
Incorporates the concept of backup levels
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L evels

Think of backups as “levels”
Level O is a full backup

Each higher level backs up files only modified since the most recent lower
level.

level | backs up files since the last level O (differential)
level 2 backs up files since the last level | (incremental)

level 3 backs up files since the last level 2 (smaller increment)

There is nothing “special” about each level, except level 0 is FULL, and each
one “looks” to the previous level only.

Unix started with Levels 0-9 only.

You don't have to use the levels in any order. You can *“skip around” to build
your strategy!
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Strategy |: Daily Incremental

Keep increasing the level number
After LO, only backup new files since last backup (“Incremental’)

Day | level O full

Day 2 level |  inc.since LO |d of changes

Day 3 level 2 inc.since LI |d of changes

Day 4 level 3  inc.since L2 |d of changes |
Backup files are

Day 5 level 4 staying small and

Day 6 level § backu(g)utiicr;?(.es are

Day 7 level 6

Day 8 level 7

Day 9 level 8

Day |0 level 0  full
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Strategy |: Daily Incremental

To recover:

Restore LO, then each and every new level up the last day stored
(n recovery steps)

Spring 2025 Advanced System Administration

21



Strategy 2: Daily Differential

Keep one level for all backups

Day | level O full
Day 2 level | diff.since LO |d of changes

Day 3 level | diff.since LO 2d of changes Backup files are

getting bigger and

Day 4 level | diff.since LO 3d of changes Getiing longer.
Day 5 level |
Day 6 level | v

Day 10 level O full
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Strategy 2: Daily Differential

To recover:

Backup LO, then only the last day stored (just 2
recovery steps)
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Strategy 3: mix of both Inc and Diff

Start with Full, use inc. most days, but add diff's as desired

Day |

Spring 2025

Day 2
Day 3
Day 4
Day 5
Day 6
Day 7
Day 8
Day 9
Day 10
Day | |
Day 12
Day |3
Day 14

level Ofull

level 2
level 3
level 4
level |
level 2
level 3
level 4
level |
level 2
level 3
level 4
level 5
level O

inc.since LO Id

S Small, quick backup (|
inc. since L2 Id mall, quick backup (Inc)

inc.since L3 Id

diff. since LO d 2-5
inc.since LI Id

A little larger and longer, but not the
whole thing (Diff)

inc.since L2 |d
inc.since L3 1d
diff. since LO d 6-9
inc.since LI Id
inc.since L2 |d
inc.since L3 |d
inc.since L4 1d

full
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Strategy 3: mix of both Inc and Diff

To recover day 12:

Restore LO,
Day 9 (LI),
Day 10 (L2) and
Day |1 (L3)

4 steps (but not 12)
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A popular strategy |0-day based on Tower of Hanoi

“backup file” *

Tape Level Backup days Restore tapes
1 0 N.A. 1
2 3 1
3 2 2
4 5 1 1,2, 4
5 4 2 1,2,5
6 7 1 1,2,5,6
7 6 2 1,2,5,7
8 9 1 1,2,5,7,8
9 8 2 1,2,5,7,9
10 =] 1 1,2,5,7,9, 10

1's are Inc from prev day
2's are diff from day before yesterday
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Writing a backup plan

Sites should have a written backup strategy that answers at
least the following:

Overall strategy:
What data is backed up!?
What system or technology will perform the backups?
Where will the backup data be stored!?

Will backups be encrypted? If so, where are the encryption keys
stored!

How much will it cost to store backups over time!
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Writing a backup plan (2)

Timelines
How often will backups be restored!?
How often will backups be validated, restored, and tested!?
How long will backups be retained?

People
Who will have access to backup data!?
Who will have access to encryption keys that protect backup data!?
Who will be in charge of verifying the execution of backups!?
Who will be in charge of validation and restore testing of backups!?
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